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Abstract—Deep Learning-Based Fault Localization (DLFL)
has achieved high fault localization accuracy, particularly by
utilizing Mutation-Based Fault Localization (MBFL) features.
However, the practical adoption of MBFL-based DLFL is severely
hindered by two major hurdles: (1) the prohibitively huge compu-
tational costs of MBFL and (2) the absence of publicly available
tools and configurations for systematic dataset construction. This
paper describes the challenges and the authors’ solutions to apply
MBFL-based DLFL to industries, including South Korea’s mili-
tary defense LIG Nex1. Particularly, we have developed tools for
the task and share our experience of systematically constructing
the MBFL-based DLFL dataset, which is often ignored in the
relevant research literature. Also, we provide concrete guidelines
to configure the mutation experiment through our exploratory
studies, which could reduce significant computational cost while
keeping the high FL accuracy.

With those aforementioned contributions, we have successfully
applied MBFL-based DLFL to VPlusLab Inc.’s automated soft-
ware testing tool (CROWN 2.0) and LIG Nex1’s military defense
systems. For example, we achieved high FL accuracy with a top-
1 accuracy of 90.97% and reduced overall dataset construction
costs by approximately 74.6% (from 7,508 to 1,907 CPU-hours)
on the military defense systems.

Index Terms—deep learning-based fault localization, mutation-
based fault localization, spectrum-based fault localization, auto-
mated debugging

I. INTRODUCTION

The South Korean defense industry has solidified its po-
sition as a top-tier arms exporter, with massive contracts
for the KF-21 Boramae fighter jet and K2 Black Panther
tanks spanning from Europe to Southeast Asia. This rapid
industrial expansion marks a fundamental shift from hardware-
centric manufacturing to the development of software-defined
combat systems. However, traditional validation efforts remain
largely procedural, relying on manual testing and requirements
traceability. Consequently, there is a need to integrate state-
of-the-art debugging techniques such as Mutation-based Fault
Localization (MBFL) and Deep Learning-based Fault Local-
ization (DLFL).

Recent studies in DLFL have demonstrated promising re-
sults in achieving high fault localization accuracy [1]. This
technique utilizes neural networks to learn complex patterns
from various program artifacts. Specifically, these models
leverage high-dimensional input features derived from both
Spectrum-based Fault Localization (SBFL) and MBFL. By
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integrating these disparate data sources, DLFL captures in-
tricate semantic relationships between program behavior and
code structure, resulting in significantly higher accuracy in
locating faults compared to traditional heuristic-based methods
[2]-[10]. However, the efficacy of these models is heavily
contingent upon the quality and scale of the underlying train-
ing dataset. In the context of real-world environments of the
industries, the authors have found that the dataset construction
process is often a major bottleneck. The dataset construction
process can be very time-consuming and prone to human error,
necessitating a more systematic and automated approach to
data generation.

In the DLFL dataset, MBFL features play an important
role in enhancing model accuracy. For example, the seminal
paper on this approach [11] received the Most Influential Paper
award in ICST 2024, recognizing its ability to capture the
behavioral impact of individual code elements that traditional
code coverage metrics often fail to detect [12].

However, the prohibitive computational overhead of the
MBFL process during dataset generation remains a significant
barrier for industry deployment. Although the performance of
DLFL models depends significantly on MBFL features [12],
[13], extracting MBFL features requires an exhaustive muta-
tion analysis phase, often leading to excessive computational
overhead. The process of generating, compiling, and executing
millions of mutants is highly resource-intensive. For instance,
constructing a comprehensive dataset for a military middle-
ware system with approximately 10k lines of code can exceed
300 CPU-days (further discussed in Sect. VII-A2). Thus, such
immense time costs prohibit industrial application of state-of-
the-art automated fault localization (FL) techniques such as
MBFL-based DLFL.

Another obstacle to industry deployment is the lack of pub-
licly available tools for dataset construction. Currently, there is
a critical absence of systematic frameworks tailored for DLFL
data synthesis. Also, practitioners are forced to rely on ad-hoc
parameter configurations due to a lack of a standard framework
and related environment settings, leading to unpredictable and
often suboptimal trade-offs between construction time cost and
model performance.

To bridge the gap between academic research and indus-
trial application, the authors at KAIST have maintained a



continuous collaboration for almost 10 years with VPlusLab
Inc., an automated software testing and debugging firm, and
LIG Nexl1!, a leading global defense exporter. Furthermore,
KAIST, VPlusLab Inc., and LIG Nex1 formed a consortium
to develop a unified framework to incorporate static analysis,
automated testing, and automated debugging for the Ministry
of Defense of South Korea, as a four-year long project.
This partnership aims to facilitate the delivery and practical
integration of state-of-the-art software testing and debugging
techniques within the stringent operational constraints of the
defense sector. The authors have applied state-of-the-art FL
techniques (i.e., MBFL and DLFL) to commercial automated
software testing tool CROWN 2.0 of VPlusLab Inc. [14] and
defense middleware software systems of LIG Nex1 deployed
in aerospace, maritime, and guided weapon applications. Also,
we have transferred related tools as well as proper configura-
tions of the experiments.
The main contributions of this paper are as follows:

1) In collaboration with VPlusLab Inc. and LIG Nex1, we
developed a robust dataset construction framework for
industrial applications.

2) To address industrial concerns regarding the massive
computational overhead of MBFL and DLFL, we con-
ducted systematic experiments to identify optimal con-
figurations. This approach reduced dataset construction
runtime cost by 74.6% compared to the naive configu-
ration.

3) We evaluated our DLFL dataset construction framework
on two industrial software systems: automated software
testing tool CROWN 2.0 from VPlusLab Inc. and de-
fense middleware software systems from LIG Nex1. Our
results showed that the proposed methodology precisely
localizes a real issue in CROWN 2.0 by achieving an
average rank of 2.2 for the buggy function (Sect. VI-D)
and top-1 function-level FL accuracy 90.97% on real-
world defense systems (Sect. VII).

This paper is organized as follows. Sect. II reviews related
FL techniques and examines their limitations on industrial
applications. Sect. III provides a detailed account of the con-
struction process for the DLFL training dataset. In Sect. IV and
V, we present an exploratory study on MBFL configurations
designed to optimize the effectiveness and efficiency of DLFL
dataset generation. Building upon the insights gained from this
study, we apply our methodology to two industrial software
systems: CROWN 2.0 from VPlusLab Inc. (Sect. VI) and
defense software from LIG Nexl (Sect. VII). Finally, we
present the lessons learned in Sect. VIII and offer concluding
remarks in Sect. IX.

II. RELATED WORKS
A. Spectrum-Based Fault Localization (SBFL)
Spectrum-Based Fault Localization identifies faults by an-

alyzing program spectra to assign suspiciousness scores to

IThe specific names of certain internal departments or project teams have
been anonymized or kept confidential to comply with security protocols

individual code elements [15]. Early formulas such as Taran-
tula [16], Ochiai [17], and DStar [18] demonstrated that statis-
tical imbalances between passing and failing executions serve
as a potent signal for FL. Later, advanced SBFL methods have
evolved to incorporate genetic programming for the automated
derivation of more effective formulas (GP13 [19]), or to
integrate static code complexity metrics to refine traditional
coverage-based signals (FLUCCS [20]). However, despite their
computational efficiency, SBFL techniques remain inherently
constrained by their reliance on execution frequency, which of-
ten fails to capture the semantic nuance necessary to diagnose
complex software faults.

B. Mutation-Based Fault Localization (MBFL)

To overcome the limitations of SBFL, MBFL was intro-
duced to evaluate the behavioral impact of specific code
changes. Pioneer techniques such as Metallaxis [21] and
MUSE [11] established the intuition that a faulty statement’s
signature is best captured through test outcome transitions,
specifically Failing-to-Passing and Passing-to-Failing. By ob-
serving how artificial faults (mutants) alter the execution
results of existing test cases, MBFL can more accurately
pinpoint the root cause of a failure. However, while MBFL
offers significantly higher accuracy, its practical application
is often restricted by the massive computational overhead
required to generate and execute millions of mutants.

C. Deep Learning-Based Fault Localization (DLFL)

The application of deep learning to FL has shifted the
focus from manual heuristic design to automated represen-
tation learning. This evolution is characterized by diverse
architectural paradigms designed to capture different aspects
of program behavior. Convolution Neural Networks (CNNs),
such as CNN-FL [9] and DeepRLAFL [10], treat coverage
matrices as spatial patterns akin to image pixels, effectively
identifying localized fault signatures within large matrices.
Simultaneously, Graph Neural Networks (GNNs), exemplified
by GRACE [6] and GNet4FL [5], have been employed to
exploit the structural dependencies inherent in abstract syntax
trees and dependency graphs. These models emphasize that
the physical and logical structure of code is as important as
its execution path.

Beyond architectural diversity, the focus of DLFL research
has increasingly moved toward feature engineering and fusion.
Models like DeepFL [12] and FusionFL [22] have proven
that FL accuracy is maximized when a model integrates
disparate data sources, such as textual similarity from informa-
tion retrieval and semantic features from code representation
learning. Advanced frameworks like MTL-TRANSFER [23]
and CodeHealer [1] have further pushed the state-of-the-art by
leveraging multi-task and transfer learning to generalize bug
patterns across different software projects. However, a consis-
tent trend in these studies is a focus on model complexity and
feature depth, often at the expense of ignoring the underlying
efficiency and effectiveness of the data construction process
itself.



D. Dataset Construction for DLFL with MBFL

Table I categorizes the DLFL techniques with MBFL fea-
tures in the latest ACM survey paper published in December
2025 [24]. The table shows that most leading DLFL studies
do not publicly disclose their mutant generation configurations
or the specific MBFL implementation details used to construct
their training datasets.

For instance, while state-of-the-art papers like Code-
Healer [1] provide extensive details on their attention mech-
anisms, they offer no details for the parameter settings used
to generate the underlying mutation data. Furthermore, several
researchers modified standard mutation testing tools (i.e., PIT)
to implement custom MBFL pipelines but have not disclosed
these modifications [12]. While experienced researchers in
fault localization may navigate these omissions, such omis-
sions create a high barrier for industrial practitioners.

Also, most existing DLFL techniques incorporating MBFL
features are limited to Java, making them incompatible with
the typical C/C++ environments of defense software.

E. Mutant Generation Tools

The efficacy and efficiency of MBFL are inherently tied to
the capabilities of the underlying mutation engine.

PIT (PITest) [25] and Major [26] are popular mutation test-
ing frameworks extensively utilized in Java-based FL research.
However, since PIT was designed for test suite evaluation
rather than fault localization, researchers [1], [12], [22], [23],
[27] must modify its core engine to extract the execution
signals required for MBFL. These custom modifications are
rarely released to the public, creating a lack of transparency
that obscures specific configuration details and hinders repro-
ducibility. Major also has a scalability issue, such as build
failures for generated mutants or system hangs when applied to
large-scale projects [28]. Also, as both tools are strictly limited
to the Java ecosystem, they are unsuitable for the C/C++
environments typical of high-reliability defense software.

MUSIC [29] is a robust mutation engine for C/C++ that op-
erates at the source-code level, offering a comprehensive suite
of mutation operators. In contrast, tools such as Mart [30],
Mull [31], and SRCIROR [32] perform mutations at the LLVM
Intermediate Representation (IR) level.

Those mutation tools at the IR level offer several practical
advantages over source-level approaches:

1) Simplified and robust operators: The C++ grammar
is notoriously complex, spanning hundreds of pages of
evolving standards. Consequently, source-level mutation
tools often struggle with type resolution and template
logic, leading to a high percentage of stillborn mutants
(those that fail to compile). For instance, a source-
level operator change (e.g., replacing + with /) might
accidentally target a custom operator+ function where
the division operator does not exist. In contrast, LLVM
IR uses a reduced instruction set where built-in arith-
metic is clearly distinguished from function calls. This
accuracy ensures that mutation operators are applied

TABLE I: DLFL techniques incorporating MBFL features

Mut. gen.
Mutation conf.
Paper Model Lang. tool publicly
available
DeepFL [12] MLP Java | PIT-1.1.5 X
GMBFL [33] GNN Java | Not specified X
MTL- BiLSTM
TRANSFER [23] | +MLP Java | PIT-1.1.5 X
. LSTM+CNN
FusionFL [22] +MLP Java | PIT-1.1.5 X
CodeHealer [1] MLP Java | PIT-1.1.5 X
BIiLSTM
TRANSFER [27] +MLP Java | PIT-1.1.5 X
ALBFL [34] transformer | Java | Not specified X

only where semantically valid, significantly reducing
wasted computational effort on uncompilable mutants.

2) Compilation efficiency: Unlike traditional source-level
mutation tools that require a separate compilation for
each mutant, mutation tools in LLVM-IR level allow for
a single, unified mutated binary, which requires only one
compilation. By injecting conditional “mutant switches”
directly into the IR, we can make a single mutated binary
that contains thousands of mutants. Implementing this
“all-in-one” approach at the source level is extremely
difficult due to the syntactic complexity of C/C++.
Wrapping mutation points in thousands of pre-processor
macros or if-else blocks often interferes with template
expansions and macro definitions, leading to frequent
compilation failures.

Despite these benefits, we found these LLVM-based tools
unsuitable for our industrial target software systems. Mull,
for instance, is primarily optimized for mutation testing (i.e.,
calculating mutation scores) rather than the granular feature
extraction required for MBFL. Furthermore, internal crash
bugs and implementation constraints within Mart and SR-
CIROR, often related to handling complex industrial build
systems, prevented their stable application.

Consequently, we utilized MUSIC for its robust source-level
capabilities.

III. DLFL DATASET CONSTRUCTION FRAMEWORK
A. Overview

The construction process, illustrated in Fig. 1, follows a
structured pipeline designed to generate high-quality training
data. The workflow is divided into two phases:

1) Artificial bug insertion: Developing an effective DLFL
model requires a diverse repository of localization re-
sults. However, due to the sensitive nature of the industry
(e.g., defense industry), real-world bug scenarios are
often inaccessible or restricted. Also, the amount of real-
world bug patches in industrial software may not be
large enough for DLFL. To bridge this gap, we utilize
mutation tools to inject artificial bugs into the target
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Fig. 1: Overall workflow of DLFL dataset construction, including bug insertion and feature extraction

software. This approach ensures a diverse set of fault
scenarios (Sect. III-B).

2) Dynamic feature extraction: For each injected bug,
we execute both SBFL and MBFL to collect baseline
diagnostic data, and extract Stack Trace (ST) relevance
to improve localization accuracy. (Sect. III-C).

B. Artificial Bug Insertion Phase

The efficacy of a DLFL model depends on its exposure to
diverse fault patterns during training. However, our collabo-
ration with LIG Nex1 highlighted a practical barrier: strict
defense security protocols and confidentiality requirements
prevent direct access to historical defect logs or real-world
fault versions.

To address this, we employ mutants as a proxy for real-
world defects [35], [36] (as illustrated in the left part of Fig. 1).
We generated fault versions by injecting one mutant per code
line across the entire project P using MUSIC. Each resulting
mutant program is then validated against the existing test
suite T'. We retain only those mutants that cause at least one
test failure while allowing other tests to pass. This approach
ensures that each artificial bug provides a clear ground truth
for the faulty line, enabling robust supervised learning [37].

By systematically injecting synthetic faults, we generate a
comprehensive dataset that satisfies both the model’s need for
diversity and the project’s stringent security constraints.

C. Dynamic Feature Extraction Phase

Once a set of artificial buggy programs, P’, is established,
the framework extracts a comprehensive set of nine dynamic
features for every code line executed by a failing test case
(illustrated in the right part of Fig. 1).

Following the methodology of CodeHealer [1], we incor-
porate six SBFL and two MBFL features. To further enhance

localization accuracy, we supplement these with a Stack Trace
(ST) relevance feature. The resulting nine-feature set is cate-
gorized as follows:

o SBFL features: six suspiciousness scores (DStar, GP13,
Naish1, Naish2, Ochiai, and Tarantula) calculated from
test coverage patterns.

o MBFL features: two suspiciousness values (MUSE and
Metallaxis) are derived from subsequent mutation analy-
sis. To generate mutants, we utilized MUSIC.

o ST relevance feature: A metric that quantifies the prox-
imity of each statement to the runtime error context (i.e.,
the stack trace) as defined in [38]. Code elements that
are closer to a point mentioned in the stack trace (e.g.,
file, function, line number) are assigned a higher value
than those that are further away. This ensures that a code
element is quantified by its proximal relationship to a
crash.

The following Sect. III-D discusses the systematic approach

to MBFL.

D. Systematic Optimization of MBFL Construction Cost

To balance localization effectiveness with computational
efficiency, we first formalize the MBFL feature extraction
process. We derive suspiciousness features from the generated
artificial faults by applying a three-stage pipeline to the faulty
program P and its test suite 7"

1) Mutation: For each line in P executed by a failing
test case, the framework mutates the line to generate
mutants.

2) Test execution: Each mutant is executed against the test
suite 7". During this phase, we capture critical test result
transitions, specifically identifying instances of Failing-
to-Passing (failing tests that now pass) and Passing-to-
Failing (passing tests that now fail).



3) Metric calculation: These transition signals are pro-
cessed through standard MBFL formulas (i.e., MUSE
and Metallaxis) to calculate the final suspiciousness
values for each line.

Based on the process, we identify two key parameters that
significantly impact both localization accuracy and computa-
tional overhead as follows:

1) Mutation line selection ratio (r): Generating mutants
for every line executed by a failing test case is com-
putationally prohibitive. To optimize this, we first rank
and prioritize lines based on their SBFL scores (e.g.,
Ochiai). We then restrict mutation to the top r-percent
of these ranked lines.

2) Mutants per line (m): Once target lines are selected,
we determine the specific number of mutants (m) to
generate for each line.

The total computational cost of the MBFL extraction process
is linearly proportional to the product of these parameters
(r x m). Consequently, tuning these variables is essential for
minimizing overhead without compromising the fidelity of the
generated features.

To determine the optimal parameter values, we conducted an
exploratory study using the popular Defects4] benchmark [39].
This benchmark provides a standardized environment to ana-
lyze the performance trade-offs of » and m before applying the
model to the target industrial systems (Sect. IV and Sect. V).

E. Implementation

We developed DLFL training dataset generation framework
in approximately 6,000 lines of Python code. Another contri-
bution of our framework is the integration with an optimized
version of the MUSIC [29]. We extended this engine to support
selective generation of mutants based on a given line selection
ratio (r) and mutation limit (m). The framework automates the
entire process of mutant generation, program compilation, test
execution, and feature extraction. This end-to-end automation
makes the framework practical for real-world industrial use.

IV. EXPLORATORY STUDY SETUP

To ensure the techniques are viable for industry software,
we first identify the optimal balance between computational
efficiency and FL accuracy within a controlled environment.

A. Research Questions

To evaluate the trade-offs between computational overhead
and FL accuracy, we address the following two research
questions (RQs):

o RQ-E1 (Target line selection ratio): How does varying
the selection ratio 7 (from 100% to 10%) impact the total
dataset construction cost and the subsequent FL accuracy
of the DLFL model?

o RQ-E2 (Mutants per line): To what extent does reducing
the number of mutants per line m (from 10 down to
one) influence computational overhead and the model’s
accuracy in FL?

TABLE II: Hyperparameters for DLFL model training

Batch Epochs
64 40

Loss Optimizer LR Dropout

Adam 107% 03

Hinge-loss

B. Subject Programs: Defects4J Benchmark

Following recent DLFL research papers [1], [22], [23], [27],
we employed Defects4] (v1.2.0) [39] for evaluating automated
FL. These projects collectively encompass 395 real-world
faults, each accompanied by a comprehensive test suite and
a confirmed ground-truth fix. Following the experiment setup
of SmartFL [40], we excluded 133 bugs from the Closure
compiler project in Defects4].? We also excluded five faults
that can not be reproduced in Java 11. Utilizing this benchmark
allows an assessment of how our optimization parameters
generalize across different programs.

C. DLFL Infrastructure

Building MBFL-based datasets is prohibitively expensive on
single-node systems. Consequently, we deployed a distributed
infrastructure consisting of 28 Linux machines. Each node
is equipped with an AMD Ryzen 7 3800XT 8-core CPU
and 32GB of RAM. To maximize hardware utilization during
the mutation and execution phases, we executed 16 parallel
processes on each node.

Feature extraction was managed automatically by our frame-
work, integrating with PITest [25] for mutation analysis in
Java. The framework collected coverage matrices for SBFL,
performed transition analysis (f2p, p2f) for MBFL, and
parsed failing test logs to compute the ST relevance scores
for every record in the 257 fault instances.

The DLFL models were trained and evaluated on a work-
station featuring an AMD Ryzen 9 5950X 16-core CPU and
an NVIDIA GeForce RTX 4090 GPU.

D. Deep Learning Model Architecture and Hyper-Parameters

Following the experimental setup of CodeHealer [1], we
implemented a simple Multi-Layer Perceptron (MLP) archi-
tecture consisting of a single hidden layer where the number
of hidden units is the same number of nodes as the input
layer (nine nodes, representing the SBFL, MBFL, and ST
metrics). We also adopted the training hyperparameters from
CodeHealer. The full configuration is detailed in Table II.

E. Evaluation Metrics

We evaluate the proposed methodology across two dimen-
sions: computational efficiency and localization accuracy.

1) Computational Efficiency: Efficiency is measured as the
elapsed time (CPU-hours) required for each stage of the con-
struction process, including bug synthesis, feature extraction
(SBFL, MBFL, and ST), and model training. This allows us to
quantify the cost-reduction impact of the strategies investigated
in RQ-E1 and RQ-E2.

2These bugs involve advanced language features that would require exten-
sive modifications to the underlying mutation engine (PIT) to support.



TABLE III: Accuracy and cost trade-off analysis on Defects4J
(RQ-E1). The mutant count is constant at 10 per line. The bold
row (70%) indicates the optimal configuration.

Line .sel. Mu.t. per Accuracy (%) MFR
ratio line Top-1 Top-3 Top-5
100% 10 43.8 67.0 77.7 6.56
90% 10 43.8 67.5 77.6 6.42
80% 10 43.6 67.5 78.1 6.50
70% 10 43.1 66.3 76.3 6.78
60% 10 427 66.2 76.1 6.65
50% 10 41.7 66.2 76.0 6.72
40% 10 424 65.8 76.2 6.87
30% 10 40.4 65.3 75.3 7.11
20% 10 39.9 64.3 75.4 7.42
10% 10 40.1 63.9 74.3 7.59

2) Fault Localization Accuracy: Accuracy is evaluated at

the function level, and we employ two primary metrics:

e Top-N: The number of faults where a faulty function
appears within the top N positions of the ranked list.
Higher top-N values indicate a higher success rate in
practical settings.

¢ Mean first rank (MFR): The average rank assigned to
the first faulty function of a bug. This serves as a direct
proxy for the debugging effort, as it represents the number
of functions a developer must inspect before finding the
root cause (lower value is better).

For function-level FL, we employ a function-level aggrega-
tion based on the established methodologies [13], [20]. Each
function f is assigned a suspiciousness score corresponding to
the highest score among its statements. In cases where multiple
functions share identical scores, we resolve these ties using the
max tie-breaker method, where all tied functions are assigned
the lowest possible (most conservative) rank.

3) Statistical Significance: To ensure the reliability of our
findings and mitigate the risk of overfitting, we employed a 10-
fold cross-validation repeated 10 times. In each iteration, the
257 faults were randomly partitioned into 10 folds; the model
was trained on nine folds and evaluated on the held-out fold.
We report the average top-N and MFR as results.

We use the Mann-Whitney U Test [41] with a significance
level of o« = 0.05; a p-value below this threshold indicates
that the observed difference is statistically significant.

V. EXPLORATORY STUDY RESULTS
A. RQ-EI: Impact of Target Line Selection Ratio (7)

Table III summarizes the results for RQ-E1, demonstrating
a near-linear correlation between the selection ratio () and
total processing time. Our analysis identifies » = 70% as the
optimal threshold—the minimum ratio required to maintain
statistical equivalence to the full (100%) baseline.

By restricting mutation to the top 70% of suspicious lines,
we reduced dataset construction time by 29.8% (from 198.2
to 139.1 CPU-hours). Although the top-5 accuracy decreased

TABLE IV: Accuracy and cost trade-off analysis on Defects4]J
(RQ-E2). Line selection ratio is fixed at 70% (optimal from
RQ-E1), except for the exhaustive baseline. Bold row (three
mutants) indicates the optimal configuration.

Line .sel. Mu.t. per Accuracy (%) MFR
ratio line Top-1 Top-3 Top-5
100% 10 43.8 67.0 77.7 6.56
70% 10 43.1 66.3 76.3 6.78
70% 9 42.5 66.4 76.8 6.54
70% 8 425 65.9 76.3 6.46
70% 7 423 66.2 76.4 6.69
70% 6 42.6 66.2 76.7 6.67
70% 5 42.2 65.9 76.7 6.75
70% 4 425 65.9 76.5 6.79
70% 3 424 66.7 76.2 6.93
70% 2 423 65.6 76.4 6.90
70% 1 41.8 64.2 76.4 6.68

slightly from 77.7% to 76.3%, a Mann-Whitney U test con-
cluded that the performance difference is not statistically
significant (p-value = 0.075). Conversely, reducing r below
this 70% threshold resulted in a statistically inferior accuracy,
confirming the 70% as the optimal configuration where effi-
ciency is maximized without compromising diagnostic fidelity.

B. RQ-E2: Impact of Mutants Per Line (m)

Table IV shows the RQ-E2 results. Using the previously
established selection ratio (r = 70%), we systematically
reduced the mutant density (m) from 10 down to one to
identify the optimal configuration.

Reducing m from 10 to three slashed total processing time
from 198.2 to 50.4 CPU-hours, a 74.6% cumulative reduction
compared to the exhaustive baseline (r = 100%, m = 10), and
statistical validation confirms this configuration is viable (p-
value = 0.079), which indicates no significant loss in accuracy.
However, reducing m further to one or two resulted in a
statistically inferior accuracy. Based on these findings, we
establish the following cost-efficient mutation guideline: target
the top 70% of lines with a density of three mutants per line.

VI. INDUSTRIAL APPLICATION TO CROWN 2.0:
CASE STUDY WITH VPLUSLAB INC.

To evaluate the practical efficacy of the proposed DLFL
dataset construction technique, we conducted a case study
on CROWN 2.0, a commercial concolic unit testing tool
developed by VPlusLab Inc.. Also, CROWN 2.0 has been
applied to defense software of LIG Nex1 to improve software
quality. This initial application served as a critical validation
step prior to deploying the technique to the defense software.

Partnering with VPlusLab Inc. was strategically advanta-
geous, as the firm possesses expertise in automated testing and
debugging. This collaboration allowed the authors to refine the
DLFL pipeline within an industrial environment, ensuring the
methodology was robust and scalable before its application to
the target defense systems.



TABLE V: Subject characteristics and bug injection statistics of industry software of VPlusLab Inc. and LIG Nex1

. Size Baseline # Artif. Avg. Avg. Avg. funcs Avg. lines

Company Subject Lang. # funcs # lines line cov. Bugs #FTs #PTs by FTs by FTs
VPlusLab Inc. CROWN 2.0 C++ 159 2,204 59.7% 100 6.4 17.7 37.1 687.6
System_A C 221 3,461 57.6% 50 2.5 74.4 100.6 1,328.8
System_B C 37 612 55.8% 50 1.4 11.6 19.1 298.9
LIG Nex! System_C C 30 528 66.9% 50 3.6 7.1 15.9 229.1
System_D C++ 442 2,226 60.9% 50 3.6 32 232 175.7
System_E C++ 281 1,378 68.4% 50 32 319 78.1 330.3
System_F C++ 305 1,472 45.8% 50 5.4 20.9 57.9 237.5

Our evaluation is structured to address one critical industrial
requirement:

1) RQ-C1 (Effectiveness on industry software): How ef-
fective is the framework’s resulting dataset when applied
to real-world industry software? (Sect. VI-B)

RQ-C2 (MBFL feature contribution): To what extent
does the fusion of MBFL features with SBFL and Stack
Trace metrics enhance the accuracy of fault localiza-
tion compared to a baseline excluding MBFL features?
(Sect. VI-C)

Furthermore, we performed a case study on a real bug in
CROWN 2.0 to demonstrate practical utility in localizing a
non-trivial real bug within an industrial codebase (Sect. VI-D)

2)

A. Experiment Setup

Due to the lack of real fault data for the CROWN 2.0
codebase, we synthesized a benchmark of 100 artificial bugs
to facilitate a comparative analysis. To ensure this benchmark
represents non-trivial debugging scenarios, we specifically
filtered out bugs where the root cause and the crash site
coincide, as such faults are easily revealed by stack traces of
failing tests. Instead, we focused on synthesizing bugs where
the original fault location is different from the point of failure.

We used the test suite written by CROWN 2.0 developers
for our evaluation. As detailed in Table V, the artificial bugs
resulted in an average of 6.4 failing tests (FTs) and 17.7 pass-
ing tests (PTs) per fault. Furthermore, the failing tests covered
an average of 37.1 functions and 687.6 lines, providing the
complex execution traces necessary for the model to learn
latent error propagation patterns.

Following the generation of artificial bugs, we performed
dynamic feature extraction—incorporating SBFL, MBFL, and
ST relevance—to construct the DLFL training dataset. The
evaluation was conducted through the following experimental
configurations:

1) RQ-C1 (Effectiveness on industry software): We gen-
erated a training dataset using MUSIC then performed
a comparative analysis of the dataset construction time
and the resulting fault localization accuracy to evaluate
the performance of the MBFL-based dataset.

RQ-C2 (MBFL feature contribution): To quantify the
impact of mutation-based features, we constructed a
baseline dataset that excludes MBFL features. We then

2)

TABLE VI: Efficiency and accuracy of MBFL-based DLFL
on CROWN 2.0

. MBFL-based

Category Metric DLFL

Wall clock time (h) 4.22

CPU-hours ?1(1:11121 222(9)
(MBFL) Xec .

Total 1,093.3

Top-1 60.3%

Top-3 82.1%

DLFL acc. Top-5 90.2%

MFR 2.53

compared the diagnostic accuracy of the DLFL models
trained on each.
For the case study on fault localization of the real bug, we
evaluated the practical utility of the models produced in RQ-
C1 by applying them to a real-world bug scenario within the
CROWN 2.0 codebase.

For these industrial applications, we adopted the optimal
parameters identified in our exploratory study (Sect. V): a line
selection ratio of » = 70% and a mutation limit of m = 3
mutants per line. For all experiments, we utilized the same
hardware and deep learning model configuration detailed in
the exploratory study setup (Sect. IV).

B. RQ-CI: Effectiveness of MBFL-based DLFL on industry
software

Table VI summarizes the performance of MBFL-based
DLFL on the CROWN 2.0 industrial software. Our framework
achieved high fault localization accuracy, with Top-1 and
Top-5 scores of 60.3% and 90.2%, respectively, effectively
distinguishing faulty from non-faulty lines. In contrast, SBFL
(Ochiai) yielded lower results: 41.0% (Top-1), 76.0% (Top-
3), and an MFR of 3.35. Notably, the entire MBFL-based
DLFL process was completed in 4.22 hours, highlighting its
efficiency. These results demonstrate that our approach signif-
icantly outperforms traditional coverage-based methods while
remaining computationally feasible for large-scale industrial
applications.



1. run_crown crashes with the following code example. If you
run the command "run_crown ./main 10 -dfs", the following
error message will be shown:

Error: Sorts (_ BitVec 64) and (_ BitVec 32) are incompatible

#include<crown.h>
int main(){
int a = -1;
int b;
SYM_int(b);
a += 1 << (unsigned long)b;
if(!la)
return 0;
return 1;

2. This bug happens in the line 127 of unary_expression.cc

Fig. 2: GitHub issue #27 report for CROWN 2.0

C. RQ-C2: Ablation Study on Mutation Features

Having established an efficient pipeline, we investigated
the contribution of MBFL features to localization accuracy.
To isolate the value of mutation-based information, we con-
ducted an ablation study comparing the performance of a deep
learning model trained on traditional features (Without MBFL)
against a model augmented with mutation-based metrics (With
MBFL).

As a result, the inclusion of MBFL features yields a
substantial improvement in diagnostic precision, raising the
top-1 accuracy from 40.0% to 60.3% (a 50.8% relative gain).
Furthermore, the MFR decreased from 3.60 to 2.53. The
Mann-Whitney U test confirms that the improvement is sta-
tistically significant (p-value=0.002). These results suggest
that mutation-based features encapsulate latent semantic in-
formation—specifically regarding the behavioral changes of
the program under perturbation—that is fundamentally absent
in execution coverage or stack trace data alone.

D. Real Bug Case Study Discussion: Issue #27

We evaluated the DLFL model with our training dataset
using a documented real-world crash from CROWN 2.0 (Issue
#27). As illustrated in Fig. 2, the failure is derived from a
bug in symbolic modeling of shift binary operations with mis-
matched operand bit-widths. While CROWN 2.0 is designed to
translate target code expressions into formulas for the Z3 SMT
solver [42], it failed to correctly process operations where the
shift operands differed in size. Specifically, in the expression
1<<(unsigned long) b, the left-hand operand is a 32-
bit-sized integer, while the right-hand operand is a 64-bit-sized
integer.

This error occurred because the implementation failed to
account for the unique typing rules of the shift operator com-
pared to other binary operators like addition and subtraction.
While adding a 32-bit integer and a 64-bit integer typically

results in a 64-bit integer, a shift operation on the same types
should result in a 32-bit integer.

This issue is particularly challenging for traditional fault
localization due to the distance between the root cause and
the manifestation of the error. The system crashed within the
unary expression parsing logic (unary_expression.cc)
when handling a logical not operation (e.g., !a), but the
actual defect was located in the binary expression parsing logic
(binary_expression.cc). Because of this discrepancy,
the traditional SBFL technique fails to accurately localize the
fault, ranking the buggy function at 29.

In contrast, the DLFL model with our training dataset
successfully located the buggy function. When trained using
the MUSIC dataset, DLFL achieved an average rank of 2.2 for
the buggy function. These results demonstrate the robustness
of the training dataset constructed with our pipeline.

VII. INDUSTRIAL APPLICATION TO DEFENSE SOFTWARE:
CASE STUDY WITH LIG NEX1

We evaluate the practical applicability of our systematic
DLFL dataset construction with defense software of LIG
Nex1. By leveraging the insights gained from our previous
evaluations on Defects4] and CROWN 2.0, we utilize the
optimized configuration established in our previous studies
(i.e., the 70% line selection ratio (r) and a mutation limit of
m = 3).

A. Application on Defense Software Systems

We applied the proposed DLFL pipeline to six middleware
software systems developed by LIG Nex1.

1) Subject Systems and Experimental Setup: The appli-
cation was conducted on three C programs and three C++
programs, totaling approximately 10K lines of code. These
systems are currently deployed in aerospace, maritime, and
guided weapon applications. Due to strict defense security
protocols (almost) prohibiting access to historical defect logs,
we constructed an artificial bug dataset using 300 artificially
injected faults (50 per system). The characteristics of these
systems are provided in Table V. We utilized the test suite
provided by LIG NexlI.

The experiments were conducted on an internal hardware
setup at LIG Nex1, utilizing a 128-core Ubuntu server. The
other experimental configuration remained consistent with the
setup detailed in the CROWN 2.0 industrial application study
(Sect. VI). We utilized MUSIC to construct the DLFL training
dataset.

2) Accuracy and Efficiency Analysis: The model achieved
high FL accuracy as summarized in Table VII. The optimized
DLFL model reached a top-1 accuracy of 90.97%, top-3 ac-
curacy of 98.00%, and top-5 accuracy of 98.97% (in function-
level). Notably, MFR was recorded at 1.38, demonstrating
that the buggy function is typically ranked within the first
two suggested functions. For an industrial system comprising
hundreds of functions, this level of FL accuracy suggests
that developers can isolate root causes with minimal manual
inspection, significantly reducing the debugging overhead.



TABLE VII: DLFL results on LIG Nex1 defense software

Wall-clock
Top-1 Top-3 Top-5 MFR  CPU-hours time taken
90.97%  98.00%  98.97% 1.38 1,907 15.3

Regarding computational efficiency, the adoption of opti-
mized configurations (r = 70%, m = 3) allowed us to reduce
the high costs associated with exhaustive mutation analysis.
The entire dataset construction process was completed in 15.3
hours of wall-clock time (1,907 CPU-hours) utilizing a 128-
core parallel execution environment of LIG NexI.

To quantify the impact of our optimization, we estimated
the cost of an exhaustive analysis (r = 100%, m = 10) based
on the 74.6% mutation overhead reduction observed during
our exploratory study (Sect. V-B). Applying this ratio to our
industrial results, we estimate that the exhaustive approach
would have exceeded 60.4 hours of wall-clock time (approx-
imately 7,508 CPU-hours or 312 CPU-days). This reduction
from 60.4 hours to 15.3 hours confirms that the optimized
strategies identified in our research are essential for making
MBFL-based DLFL feasible within the complex, large-scale
C/C++ environments of the defense software domain.

Overall, the result indicates that the dataset construction
strategy is not tied to a single benchmark. Even after moving
from Defects4] and CROWN 2.0 to defense middleware
systems with different code bases, the optimized configuration
preserved strong localization accuracy.

VIII. LESSONS LEARNED
A. Benefit of the DLFL Dataset Construction Framework

The application of our automated DLFL framework to
the production software at VPlusLab Inc. and LIG Nexl
demonstrates the practical viability of deep learning-based
debugging in industrial contexts. Our evaluation confirms the
framework’s high FL accuracy across two distinct scenarios in
real-world industrial systems:

o Real-world bug scenario: successfully localized the faulty
function of a documented system crash (i.e., the issue
#27) at VPlusLab Inc. with an MFR of 2.2 (Sect. VI-D).

o Benchmark performance: achieved a top-1 accuracy of
90.97% on an artificial bug benchmark synthesized from
defense software at LIG Nex1 (Sect. VII-A2).

Also, the framework resolves the bottleneck of compu-
tational cost. By applying our optimized feature extraction
configurations, the total dataset construction time was reduced
to 15.3 wall-clock hours (from 60.4 hours). This level of
efficiency enables the practical integration of MBFL-based
DLFL into industrial production cycles. We believe that this
framework can significantly reduce manual debugging effort
by prioritizing suspicious functions within a timeframe that
accommodates delivery schedules.

B. Overcoming Industry’s Inherent Insularity

The foremost challenge was overcoming the defense indus-
try’s inherent insularity. Persuading industrial partners to invest

time and resources into new debugging techniques required
long and extensive trust-building. Since 2017, the SWTV
group at KAIST has cultivated a long-term partnership with
LIG Nex1 to gain the necessary access to proprietary defense
systems and published research papers together. For example,
KAIST and LIG Nex1 established a LIG Nex1-KAIST Smart
Defense 4.0 Research Center in 2018. This effort was further
bolstered by VPlusLab Inc., an automated software testing firm
with expertise in automated testing/debugging techniques for
industrial applications.

C. Knowledge Transfer and Tool Application via On-site
Collaboration

To facilitate the application of the DLFL framework into
industry, the first author worked at LIG Nex1 full-time from
June to August 2024. This full-time, on-site residency proved
essential for bridging the gap between academic theory and
industrial application, particularly for the following reasons:

o Mitigating security constraints: due to strict defense-
sector security protocols, target source code cannot be
accessed from outside of the company’s secure internal
network. Direct on-site access allowed the author to work
with these sensitive codebases while complying with all
non-disclosure and security requirements.

« Rapid integration and refactoring: Integrating a DLFL
pipeline into a legacy industrial system often requires
significant code refactoring to accommodate specific
build systems and environment dependencies. Face-to-
face collaboration with LIG Nex1 developers enabled a
fast feedback loop, where technical issues were identified
and resolved, accelerating the integration process.

« Sophisticated technology transfer: advanced FL tech-
niques such as MBFL involve high conceptual complex-
ity. In-depth on-site communication allowed the author
to conduct deep-dive technical sessions, making these
intricate mutation analysis strategies understandable and
accessible to the company’s engineers.

D. The Role of Ready-to-Use Tooling

As discussed in Sect. II-D, a significant barrier to the
industrial adoption of DLFL is the lack of a deployment-ready
tool. Most existing research tools are limited to prototypes
that require practitioners to possess deep expertise in complex
analysis, often necessitating extensive custom implementation
to adapt to production environments.

To overcome this, we developed a comprehensive, auto-
mated pipeline for DLFL dataset construction. This “plug-and-
play” tool significantly improved the efficiency of our collab-
oration with VPlusLab Inc. and LIG Nex1 by encapsulating
intricate mutation logic and feature extraction into a standard-
ized interface. By abstracting these technical complexities, we
lowered the entry barrier for industrial practitioners, allowing
them to utilize the framework effectively without needing to
master underlying mechanics.

Furthermore, the ready-to-use nature of the tool accelerated
deployment by enabling rapid integration into the company’s



existing build environment. Providing a stable and documented
toolset rather than just a methodology ensured that the tech-
nology remains actionable for industrial partners long after the
initial research collaboration.

E. Necessity of Analysis-Friendly Testbeds

A critical, yet often overlooked, prerequisite for FL tech-
niques is the ability to execute and observe each test case sepa-
rately. In industrial settings, test suites are frequently designed
as monolithic entities to perform high-level validation. At LIG
Nexl1, the existing infrastructure was built for aggregating
the overall system stability, executing all test cases at once.
While efficient for broad “pass/fail” reporting, this model is
fundamentally incompatible with FL, which necessitates fine-
grained execution to map specific coverage data to distinct
program elements (Sect. II-A and II-B). To bridge this gap,
the authors performed extensive refactoring of LIG Nex1’s
test suite, decoupling monolithic scripts to enable the per-test
execution required for refined analysis.

Beyond the immediate technical refactoring, this experi-
ence suggests a broader challenge: the lack of standardized,
analysis-oriented testing protocols in industrial workflows.
While the decoupled testbed provided the necessary infrastruc-
ture, its long-term utility depends on how developers author
future tests.

FE. Industrial Feedback

Following the technology transfer and the technical sem-
inar, we conducted a qualitative assessment with the lead
researchers at LIG Nex1 who operated the delivered DLFL
infrastructure. Their feedback provides important insights into
the real-world utility of the system within the defense software
domain.

One lead researcher highlighted the framework’s ability to
bridge the gap between theoretical models and proprietary
systems:

“The face-to-face collaboration with the SWTV
group of KAIST allowed us to successfully apply
complex MBFL-based DLFL to the defense software
of our company. ... Now we can localize a faulty
function in a few hours, not in a few days, which is
amazing!”

This feedback shows that the systematic dataset construction
methodology not only meets the rigorous accuracy require-
ments of military software but also aligns with the industrial
need for automated, scalable debugging solutions.

IX. CONCLUSION

The deployment of MBFL-based DLFL has long been
hindered by the prohibitive computational costs of constructing
mutation-based datasets and the absence of a standard tool for
dataset construction. These challenges serve as a barrier to
its practical adoption in the military defense domain, where
reliability is paramount but resources for exhaustive analysis
are constrained. This paper has proposed, implemented, and
validated a systematic methodology for MBFL-based DLFL

dataset construction that effectively resolves the conflict be-
tween computational efficiency and FL accuracy in real-world
industrial settings.

As future work, we plan to integrate state-of-the-art fault
localization with advanced automated testing techniques [43],
[44] to create a comprehensive testing and debugging frame-
work. Ultimately, this integration will move us closer to a fully
autonomous debugging pipeline capable of securing mission-
critical systems against increasingly complex defects.
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