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Abstract

Ensuring MISRA C compliance is crucial for the safety and reli-
ability of embedded software. For this purpose, industries utilize
static rule checkers but suffer high ratios of both missed violations
and false alarms. Although companies also try to utilize LLMs for
this purpose, existing LLM-based approaches have suboptimal per-
formance for large, complex programs. We introduce LASIK, the
world-first top-down multi-agent LLM compliance-checking frame-
work for MISRA C, which combines on-demand repository-level
context provision with runtime execution evidence. This design
enables LASIK to report more true violations than state-of-the-art
static analyzers and a naive vanilla LLM approach, while maintain-
ing a low false positive ratio.

Our evaluation on 10 embedded projects shows that LASIK de-
tects 1.3-2.7 times more true violations than the static analyzers and
the vanilla LLM approach, while achieving the lowest false alarm
ratio (26.7%). Furthermore, on an industrial software developed by
VPlusLab Inc., LASIK detects up to 2.1 times more true violations
with a low false alarm rate (i.e., 10.8%) than the baseline techniques.
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- Software and its engineering — Software verification and
validation.

Keywords

Runtime information, Static analysis, Multi-agent system, Vulner-
ability detection, Coding guideline

ACM Reference Format:

Ahcheong Lee, Yeongbin Kang, Sechang Jang, Heechan Yang, and Moon-
zoo Kim. 2026. Top-Down Multi-agent LLM System with Runtime Data
for MISRA C Violation Detection. In Proceedings of the 41st IEEE/ACM
International Conference on Automated Software Engineering (ASE "26), Oc-
tober 12-16, 2026, Munich, Germany. ACM, New York, NY, USA, 12 pages.
https://doi.org/10.1145/3832783.3834497

“Corresponding author

This work is licensed under a Creative Commons Attribution 4.0 International License.
ASE 26, Munich, Germany

© 2026 Copyright held by the owner/author(s).

ACM ISBN 979-8-4007-2882-2/2026/10

https://doi.org/10.1145/3832783.3834497

Yeongbin Kang
yeongbin.kang@kaist.ac.kr
KAIST
Daejeon, South Korea

Sechang Jang
newwin0198@kaist.ac.kr
KAIST
Daejeon, South Korea

Moonzoo Kim*

moonzoo.kim@vpluslab.kr
VPlusLab Inc./KAIST
Sungnam/Daejeon, South Korea

1 Introduction

MISRA C [28] is a well-established set of coding guidelines to en-
hance the safety and reliability of embedded software systems [3,
14]. By restricting the C language to a well-defined subset through
both directives and rules, MISRA C enables developers to eliminate
undefined and implementation-dependent behaviors and enforce
consistent code structure. Especially in safety-critical sectors, ad-
herence to such a standard is a regulatory prerequisite for market
entry. For example, the automotive functional safety standard ISO
26262 requires the use of a restricted language subset to ensure
unambiguous semantics and to mitigate the risk of system failures.

VPlusLab Inc. (https://www.vpluslab.kr/en), an automated soft-
ware testing firm in South Korea, maintains strategic research and
development collaborations with leading embedded systems manu-
facturers, including Hyundai Motor Company and LIG Nex1. For
these industrial partners, achieving and maintaining MISRA C
compliance is a mission-critical objective. Failure to meet these
standards can trigger catastrophic system malfunctions caused by
undefined C behaviors. Identifying non-compliant code late in de-
velopment incurs staggering costs, requiring extensive refactoring
that leads to severe budget overruns and delivery delays.

Despite its widespread adoption across the automotive, aerospace,
and military defense sectors, VPlusLab Inc. has found that maintain-
ing MISRA C compliance in production-grade software remains a
significant challenge. The introduction of modern language features,
complex refactoring, and the integration of third-party libraries
often introduce inadvertent violations into previously verified code-
bases. This difficulty is compounded by the evolving nature of the
standard itself; since its inception in 1998, MISRA C has under-
gone several major revisions—culminating in MISRA C:2025—to
mitigate language ambiguities, compiler-specific variances, and the
emerging security risks inherent in modern embedded systems.

While static analyzers serve as the primary gatekeepers for
MISRA C compliance, their effectiveness is limited by the con-
straints of fixed and deterministic heuristics. Traditional tools rely
on pre-defined heuristics that frequently encounter a trade-off be-
tween soundness and completeness. In other words, to reduce false
alarms that consume significant manual human efforts to filter out,
static analyzers often suppress alarms in complex code paths and
potentially leave critical false negatives undetected. Note that it
threatens the safety of target products and significantly increases
the total product cost in the long term. Also, since the rule violations
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in such complex code paths are difficult to detect, they frequently
cause highly dangerous and costly problems.

Also, several bottlenecks hinder adoption of LLM based violation
detection in industries. A primary technical hurdle is that LLMs
still show limited performance in grasping large-scale semantics,
often failing to maintain the necessary depth of understanding
required for complex systems; existing approaches lack comprehen-
sive repository-level coverage and the context awareness essential
for interpreting inter-procedural dependencies.

In addition, these models typically lack runtime context, which
hinders them from filtering out false alarms. Furthermore, the re-
liance on public LLM services (e.g., ChatGPT) introduces substantial
barriers. These include severe security risks regarding proprietary
code and prohibitive financial costs; without a carefully designed
multi-agent architecture, implementing LLM-based rule violation
detection can incur large expenses.

These limitations motivated us to develop a multi-agent LLM
framework that incorporates runtime information for repository-
level analysis. The main contributions of LASIK are as follows:

(1) LASIK addresses the inherent limitations of both static ana-
lyzers and a vanilla LLM approach and detects a significantly
higher volume of rule violations while maintaining a lower
false alarm ratio.

(2) By leveraging runtime trace data and control-flow insights,
unlike most static MISRA C checkers, our method distinguishes
between violations that present real safety risks and that are
benign under observed usage scenarios.

(3) The framework is implemented based on a local LLM, which
removes the need to expose proprietary code to a third party and
keeps the recurring analysis cost bounded, making adoption of
LASIK smooth in industrial applications.

(4) We conducted extensive experiments comparing LASIK, state-
of-the-art static analyzers, and the vanilla LLM approach on
10 open-source embedded projects and an industrial project of
VPlusLab Inc.. The results demonstrate that LASIK identifies
significantly more valid violations than the baseline techniques
while maintaining a low false positive ratio.

The remaining sections are as follows. Sect. 2 shows the mo-
tivations for LASIK. Sect. 3 explains the details of LASIK. Sect. 4
describes the experiment setup and Sect. 5 shows the experiment
results. Sect. 6 demonstrates the industrial application of LASIK.
Sect. 7 discusses the results and areas for improvement. Sect. 8
describes related work. Sect. 9 concludes this paper with future
work.

2 Motivation

Through long-standing collaborations with embedded systems man-
ufacturers, VPlusLab Inc. has observed that ensuring MISRA C com-
pliance remains a challenge for industrial partners, primarily due
to the following technical limitations.

(1) Limitations of static analyzers: Traditional static analysis
tools are often limited by pre-defined heuristics, resulting in
a failure to detect complex, context-sensitive violations or the
generation of excessive false positives that diminish developer
productivity. For example, while state-of-the-art static analyzers
failed to identify any violations of rule 13.2 in Table 2, LASIK
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Table 1: Classification of Recent MISRA C Literature

Topics References Target Standard
Static Analysis Tools [6, 24, 45] MISRA C++:2008,
MISRA C:2012
LLM-based Code Generation [19, 37, 41] MISRA C:2004,
MISRA C++:2008
RTOS Compliance Evaluation [40] MISRA C:2012
Usability & Efficacy Studies [16] MISRA C:2012
Compliance-Driven Development  [21] MISRA C:2012
LLM-based Compliance Analysis  [32] MISRA C:2012

Table 2: MISRA C Guideline Examples

ID  Guideline

1.3 There shall be no occurrence of undefined or critical unspecified
behavior

2.1 A project shall not contain unreachable code

2.2 A project shall not contain dead code

8.13 A pointer should point to a const-qualified type whenever possible

13.2  The value of an expression and its persistent side effects shall
be the same under all permitted evaluation orders and shall be
independent from thread interleaving

21.18 The size_t argument passed to any function in <string.h> shall
have an appropriate value

successfully detected 51 cases on the 10 embedded subjects
(Fig. 4).

(2) Scarcity of MISRA C violation analysis research: Current
literature lacks a sophisticated methodology for adapting LLMs
to MISRA C violation analysis (see Sect. 2.1).

(3) Limitation of LLM: Standard LLM approaches often operate
with a limited context window, lacking the repository-level
visibility and semantic depth required to verify inter-procedural
rules and complex data-flow dependencies (see Sect. 2.2).

2.1 Literature Review on MISRA C Analysis

Our review of recent MISRA C literature uncovers a significant gap
between theoretical research and the functional requirements of
industrial compliance. As categorized in Table 1, the majority of
existing work remains orthogonal to the challenge of compliance
verification. Instead, research has primarily focused on optimizing
LLM-based code generation [19, 37, 41] or refining development
processes to produce compliant code by construction [21]. Among
the few studies addressing violation detection, most proposed static
analysis techniques [6, 24, 45] that lack the flexibility of modern
LLMs. Notably, the sole identified study utilizing LLMs employed a
simple ‘vanilla’ approach, concluding the necessity of sophisticated
multi-agent architectures for accurately analyzing complex, high-
integrity rules [32].

Furthermore, a significant gap exists between current research
and evolving industry standards. Much of the existing literature
remains focused on legacy versions (e.g., MISRA C:2004 and 2012),
thereby failing to address recent editions like MISRA C:2025. Be-
cause traditional static analysis techniques rely on fixed heuristics,
they lack the flexibility required to adapt to these updated guide-
lines without extensive manual reconfiguration.
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1 op = OS_STREAM_STATE_READABLE;
2
3 if (impl->selectable) {

4 waitflags = MSG_DONTWAIT;
5
6 // 0S_SelectSingle_Impl may modify the value of op
7 return_code =
8 0S_SelectSingle_Impl(token, &op, abs_timeout);
9 } else {
//Omitted for simplicity ...
17}
18
19 if (return_code == 0S_SUCCESS) {
20 // The below “then' branch is reachable only if op
21 // is updated by 0S_SelectSingle_Impl.
2 if ((op & OS_STREAM_STATE_READABLE) == 0) {
23 // LLM reports unreachable code
24 return_code = OS_ERROR_TIMEOUT;
25 }
2 }

Figure 1: A False Alarm Example in OSAL that is Resolvable
Using Runtime Context

2.2 Limitations of LLM-based Rule Violation
Detection

2.2.1 Limitations. While sophisticated analysis techniques specifi-
cally targeting MISRA C violations remain under-researched, sig-
nificant effort has been directed toward LLM-based vulnerability
detection. Two recent surveys [38, 47]—reviewing 58 and 80 papers,
respectively—identified several critical observations common to
state-of-the-art LLM-based approaches.

(1) LLM-based techniques show suboptimal performance on se-
mantics with a large-scale complexity (i.e., LLMs often fail to
understand a project-wide large codebase).

(2) Most studies still analyze functions or snippets in isolation
without a global context. Consequently, LLMs are forced to
evaluate based on “unseen dependencies”, leading to inferences
based on incomplete data rather than comprehensive program
knowledge.

Besides the aforementioned limitations, we have observed that
LLMs can significantly reduce false-positive reports by incorporat-
ing runtime context. Due to hallucinations or insufficient contextual
knowledge, LLMs often generate inaccurate findings. Fig. 1 illus-
trates a false report that LASIK successfully identified and filtered
out using runtime data. In this instance, the LLM initially reported
a Rule 2.1 violation at line 24. As illustrated in Table 2, Rule 2.1 clas-
sifies unreachable code as a violation. This error occurred because
the model failed to recognize that the op variable could be modified
during the execution of the OS_SelectSingle_Impl function call at
line 8. Thus, the LLM incorrectly assumed the branch condition at
line 22 would always be false, rendering line 24 unreachable.

To correct such inaccuracies, we leverage the LLM’s code genera-
tion capabilities to instrument the target code. By inserting strategic
probes, we can gather dynamic runtime data to validate or filter
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1 op = OS_STREAM_STATE_READABLE;

2 fprintf(stderr, "[LOG] op initially : 0x%X", op);
3
4+ if (impl->selectable) {
5 waitflags = MSG_DONTWAIT;
6
7 return_code =
8 0S_SelectSingle_Impl(token, &op, abs_timeout);
9 } else {
//Omitted for simplicity ...
17}
18
19 if (return_code == 0S_SUCCESS) {
20 fprintf(stderr, "[LOG] op before check = @x%X", op);
2 if ((op & OS_STREAM_STATE_READABLE) == 0) {
22 fprintf(stderr, "[LOG] Condition ((op &
READABLE)==0) true");
23 // LASIK does not report unreachable code
2 return_code = OS_ERROR_TIMEOUT;
25 }
26 }

Figure 2: Instrumentation Example for Dynamic Data Re-
trieval

out reported violations. Fig. 2 displays the actual instrumentation
LASIK applied to evaluate this report. By placing probes at lines
2, 20, and 22 and executing the instrumented program, LASIK ob-
served that the value of op was indeed updated, confirming that line
24 is reachable and the initial violation report was a false positive.

(3) LLMs may fail to reason correctly due to a lack of runtime
context.

Furthermore, security concerns prohibit the use of remote APIs
that necessitate external code exposure. Consequently, we must rely
on local LLMs deployed on on-site hardware. However, these local
models typically have lower reasoning capabilities than state-of-the-
art cloud alternatives, and local hardware often lacks the massive
computational throughput of specialized Al data centers, leading
to higher latency. Thus, it is essential to implement a sophisticated
multi-agent architecture that can orchestrate these constrained
local resources to solve complex tasks efficiently.

(4) Security concerns prohibit the use of public LLM services/APIs.

2.2.2  Solutions. To overcome these limitations and achieve both
high effectiveness and efficiency, we designed LASIK as follows:

(1) To analyze complex semantics efficiently, LASIK employs a
multi-agent, top-down, ‘divide-and-conquer’ methodology. The
initial agents decompose the target function into a series of sus-
picious fragments, so the subsequent agents can make higher-
fidelity decisions on narrowed snippets.

(2) LASIK employs tool-based agents capable of retrieving contex-
tual data on-demand. This ensures the model evaluates code
with a complete dataset, effectively eliminating the issue of
‘unseen dependencies’ that often plagues isolated analysis.
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Figure 3: Overall Process of LASIK

(3) LASIK leverages runtime data to validate potential violation
scenarios, ensuring high-fidelity analysis.

(4) LASIK is implemented to utilize local LLMs efficiently with
asynchronous executions.

3 LASIK Framework

3.1 Overview

Following the suggestions in Sect. 2, we have developed LASIK (Llm-
bASed mlsra c rule checKer) to automatically detect a large number
of MISRA C rule violations in target programs while keeping the
false alarm ratio low. Figure 3 shows the overall process of LASIK.

LASIK is a multi-agent system designed to detect coding guideline
violations using a top-down, divide-and-conquer architecture. By
decomposing complex compliance checks into narrow, specialized
tasks, the system enables individual agents to achieve higher preci-
sion and operational efficiency than a monolithic approach [12, 17].
For example, the Triage Agent (located at the top of Fig. 3) focuses
on filtering out trivial cases with low reasoning budget, and the
Violation Analysis Agent (located at the middle of Fig. 3) focuses
on analyzing one suspicious code fragment with high reasoning
budget. This divide-and-conquer approach of LASIK improves the
analysis performance of LLM by reducing the amount of context
information to process.

LASIK comprises five distinct agents, each of which configures
LLM with a specialized prompt and a suite of tools (i.e., Python
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functions). These tools provide necessary global context on-demand,
empowering the agents to perform informed, granular reasoning
(see Sect. 3.2).

LASIK consists of the two consecutive phases.

(1) Static Phase (the upper part of Fig. 3): LASIK makes first de-
cision on the given target function code based on static infor-
mation. The generated violation scenarios will be investigated
and validated further by using dynamic information obtained
in the subsequent dynamic phase.

(2) Dynamic Phase (the lower part of Fig. 3): LASIK gathers dy-
namic runtime information by instrumenting and executing the
target code with logging probes. These probes record impor-
tant runtime control flow and state information necessary to
analyze the violation reports generated during the static phase.

The following subsections (Sect. 3.2 to Sect. 3.4.2) explain the
details of the five agents in LASIK.

3.2 Global Context Provision via Definition
Extraction

To overcome the contextual limitations inherent in function-level
analysis, LASIK incorporates a mechanism for global repository
awareness. This process ensures that agents can resolve external
dependencies without relying on speculation.

Prior to agent-based analysis, LASIK constructs a comprehensive
global database for symbol definitions in a target project (located
at the left middle part of Fig. 3). This repository indexes definition
strings for functions, global variables, macros, and type declarations
(i.e., Structs, Typedefs, and Unions) in an entire target project scope.
To interface with this database, we implemented a suite of retrieval
tools available to all five LASIK agents. These tools allow agents to
query and retrieve symbol definitions on-demand whenever local
information is insufficient for reasoning.

By granting agents the ability to fetch specific context only when
needed, LASIK maintains a “context-aware” workflow that is both
computationally efficient and semantically accurate, eliminating
the ambiguity of unresolved dependencies. It also allows LASIK to
analyze rules that require inter-procedural reasoning, such as Rule
2.1 (A project shall not contain unreachable code), whose evaluation
depends on definitions outside the target function.

3.3 Static Phase

3.3.1 Triage Agent. To facilitate efficient repository-scale analy-
sis, the Triage Agent acts as a high-throughput filter designed to
eliminate clear non-violations with minimal reasoning overhead.
The agent systematically iterates through all function-rule pairs,
isolating only “suspicious” candidates for deeper investigation.

This top-down strategy is grounded in recent empirical find-
ings [44] that demonstrate a high divergence between accuracy and
token consumption across varying reasoning budget settings. For
example, on the BrowseComp-Plus benchmark [7], the gpt-oss-20b
model [33] achieved a 5.3x increase in accuracy when transition-
ing from a “low" to a “high" reasoning effort; however, this gain
incurred a disproportionate 368.2x increase in token overhead.

By leveraging these insights, the Triage Agent performs low-
cost filtering of trivial cases, effectively decoupling broad-scale
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screening from the resource-intensive reasoning required for com-
plex analysis. This top-down/hierarchical architecture ensures that
industrial-scale applications remain cost-effective without sacrific-
ing the rigorous precision essential for safety-critical standards.

3.3.2 Locator Agent. The Locator Agent is designed to pinpoint
specific code fragments that potentially violate MISRA C rules.
Following a top-down, divide-and-conquer methodology, the agent
transforms complex functions into a structured list of “suspicious
sites.” Rather than attempting to analyze an entire function in a
single pass, the agent isolates individual fragments to enable deep,
precise reasoning within a narrowed scope.

3.3.3 Violation Analysis Agent. The Violation Analysis Agent de-
termines whether a given code fragment in the target function
violates the specified MISRA C rule. If the agent concludes that the
code fragment does not violate the rule, LASIK terminates the anal-
ysis for that specific code fragment and rule pair without further
investigation.

3.4 Dynamic Phase

3.4.1 Tester Agent. The Tester Agent is responsible for gathering
dynamic evidence to validate violation scenarios generated by the
Violation Analysis Agent. The agent achieves this by instrumenting
the source code with probes and executing the resulting binaries
compiled from the instrumented source code. To ensure a structured
procedure, we designed prompts that provide the agent with four-
step guidance:

(1) Scenario Analysis: First, the agent analyzes the violation hy-
pothesis generated by the Violation Analysis agent to identify
the specific execution paths and logical conditions (e.g., variable
states, branch outputs) required to trigger the suspected MISRA
C violation.

(2) Probe Instrumentation: Based on the identified conditions,
the agent generates probe code (e.g., logging hooks or reacha-
bility markers) and embeds it into the target program.

(3) Instrumented code execution: Utilizing the runtime tool (see
the description below), the agent executes the instrumented
code and captures the runtime logs.

(4) Post-processing: Finally, the agent processes the execution
logs into a structured evidence report. This report is then passed
to the Reviewer Agent to provide a factual basis for the final
determination.

This guidance ensures the Tester Agent focuses on designing
effective probes (as illustrated in Figure 2) by effectively abstracting
away complexities related to the runtime environment, compilation,
test suites, and harnessing, which are handled by the Runtime Tool.

Runtime Tool: After the generation of instrumented code, the
Tester Agent invokes the runtime tool to compile and execute the
instrumented code through the following four-stage pipeline:

(1) Preparation: The tool initializes an environment by creating a
temporary working directory and copying the original target
project into the working directory.

(2) Compilable instrumented source file generation: The tool
generates a compilable instrumented source file by inserting
the given instrumented code into the original source file. Using
Clang, the tool parses the given code into a list of declarations
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and replaces the original segments with their instrumented
counterparts. While LLMs could theoretically perform this in-
sertion, they often struggle with large file sizes and are prone
to syntax errors or hallucinations.

(3) Build: The tool compiles and builds the merged file. If the
process fails, the tool feeds the error messages back to the LLM,
allowing it to troubleshoot the build problem and regenerate
corrected code.

(4) Execution: The tool executes the program against the test
suite and monitors for output changes. If any new log output is
observed, the log is reported back to the LLM for analysis. The
tool utilizes the test suite provided by the user.

3.4.2 Reviewer Agent. The Reviewer Agent is responsible for vali-
dating the intermediate violation reports produced during the static
phase. After the Violation Analysis Agent identifies potential rule
violations, the Reviewer Agent re-examines these findings to ensure
that the decisions are both consistent and well-supported by the
evidence collected during the dynamic phase.

3.5 Implementation

The core multi-agent system of LASIK is implemented in 5,000
lines of Python code with OpenAI Agents SDK. The runtime tool is
implemented in 500 lines of Python code, and the code extraction
and parsing component is implemented in 2,500 lines of C++ code
with Clang visitor and LLVM IRBuilder.

To maximize GPU and VRAM utilization, we implemented LASIK
to support the asynchronous LLM executions. To enable each asyn-
chronous instance to independently build and run its own instru-
mented code, we developed an execution harness that provides
isolated environments, preventing execution interference. By lever-
aging the vLLM [20] engine, LASIK efficiently manages concurrent
inference and high-throughput serving at the system level. This
architecture ensures that hardware resources remain fully utilized
during large-scale repository analysis, enabling the process to com-
plete within demanding industrial timelines.

4 Experiment Setup

4.1 Research Questions

RQ1. How accurately does LASIK identify rule violations in
terms of the total number of true violations and the false
alarm ratio?

We compare LASIK against three state-of-the-art static analyzers.
We selected the following three widely used static analyzers that
support MISRA C:2025 rule violation detections.

e Analyzer-A: Analyzer-A is a popular commercial static ana-
lyzer tool that has been widely adopted in safety-critical do-
mains. It employs data flow analysis, control-flow modeling,
and taint tracking to detect issues including buffer overflows . !

e CodeQL: CodeQL [2] is an open-source static analysis frame-
work maintained by GitHub. CodeQL provides an official repos-
itory 2 for various coding standards, including AUTOSAR [1],

'We do not disclose the name of the tool to comply with the terms of its user license
agreement.
Zhttps://github.com/github/codeql-coding-standards
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Table 3: Target Subjects

Program Description Size (LoC) Line cov.
¢JSON JSON parser 6,943 88.7%
FreeRTOS RTOS 16,857 80.0%
libexpat XML parser 18,094 86.1%
libmetal HAL 18,467 82.5%
libmicrohttpd HTTP server 83,049 61.6%
libpng Image decoding 51,422 69.1%
LittleFS File system 7,660 79.0%
miniz Data compression 9,418 79.0%
nanopb Protocol buffers 4,553 80.6%
OSAL OS interface 29,094 89.7%

Average 24,555.7 79.6%

SEI CERT [39], and MISRA C. The queries provided in this
repository were utilized for our experiments.

e CppCheck: CppCheck [27] is a static analysis tool for C and
C++ that focuses on detecting programming errors, undefined
behaviors, and dangerous coding constructs. It performs bi-
directional data flow to reduce false alarms.

In addition, we compare LASIK with a “vanilla” LLM baseline.
To ensure a fair comparison, the vanilla LLM approach utilizes the
same prompt as LASIK’s Violation Analysis Agent but lacks access
to LASIK’s project symbol database. Additionally, we maintained a
consistent reasoning effort of “medium” for both the vanilla LLM
baseline and LASIK. We chose “medium” over “high” because the
token overhead of higher effort is disproportionately high relative
to its accuracy gain at scale (Sect. 3.3.1).

RQ2. How much does LASIK improve the precision of rule
violation detection by utilizing the top-down divide-and-
conquer approach? To what extent does the Locator Agent of
LASIK improve the precision of rule violation detection? To evalu-

ate the impact of the Locator Agent, we implemented LASIK"0-lo¢

o LASIK"-1o¢; This variant excludes the Locator Agent of LASIK.
The Violation Analysis Agent receives the whole target function
code to determine violations.

RQ3. To what extent does dynamic runtime information
generated by LASIK improve the precision of rule violation
detection?

To evaluate how the Tester Agent and the Reviewer Agent con-
tribute to LASIK’s precision, we conducted an analysis of the vio-
lation reports filtered out by the Reviewer Agent during the RQ1
experiments. This allows us to quantify the impact of these agents
on filtering false alarms.

4.2 Programs under Analysis

To evaluate LASIK, we utilized the latest versions of 10 widely
used, open-source C programs from the embedded systems field
that have been actively maintained through January 2026. These
subjects span diverse domains (e.g., aerospace, communication, file
system, and real-time OS) to mitigate potential domain-specific bias
in the results. The details of the programs are provided in Table 3.
The program sizes range from 6,943 to 83,049 lines of code, with an
average size of 24,555.7.
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4.3 Test Suite

LASIK utilizes a test suite to execute target programs and collect
dynamic runtime information. To maximize the effectiveness of the
Tester Agent, we collaborated with testing experts from VPlusLab
Inc. to develop fuzzing drivers for each subject program. We used
AFL++ [10] in its default configuration for 24 hours per subject,
repeating the process 10 times to ensure stable coverage. As sum-
marized in Table 3, the resulting test suites achieved an average
line coverage of 79.6%, providing a sufficient basis for capturing
runtime data. The developed fuzzing drivers are publicly available
in our research artifact (https://doi.org/10.5281/zenodo.19943523).

Although this campaign incurs a substantial cost, it is a one-
time investment per project, and many industrial partners have
already made it, since ISO 26262 requires test suites with structural
coverage evidence.

4.4 MISRA C Rules under Analysis

The MISRA C:2025 standard comprises 150 decidable rules and 51
undecidable rules. A rule is classified as decidable if compliance
can be definitively determined in every case; for instance, Rule 9.3
(Arrays shall not be partially initialized) is easily verified through
static analysis. Undecidable rules such as Rule 2.1 (A project shall
not contain unreachable code) are inherently complex, since deter-
mining code reachability across all execution paths is functionally
equivalent to the halting problem, which is undecidable in general.

In this study, we narrowed our scope by excluding decidable
rules, as these are effectively handled by static analyzers. Of the
51 undecidable rules, we further excluded 17 that do not need the
in-depth reasoning capabilities of an LLM. For instance, Rule 17.8
(A function parameter should not be modified) can be verified by
simply identifying assignments to parameter variables. Additionally,
we excluded nine rules of the concurrency group, which govern
the correct use of threads and mutexes. This selection process
resulted in a final set of 25 undecidable rules from MISRA C:2025 >.
These rules are very difficult to detect and frequently generate false
positives, which demand significant manual effort to validate [4, 30].

Since every selected undecidable rule can benefit from runtime
data, we configured LASIK to always execute the dynamic phase.
For example, Rule 8.13 (A pointer should point to a const-qualified
type whenever possible) requires runtime data because deciding
whether the pointed-to object is ever modified demands pointer
aliasing analysis, which a static checker can only approximate
conservatively.

4.5 Measurement

To address RQ1-RQ3, we manually classified the violations reported
by each technique, comparing the totals of unique true positives
and false positives. Detailed classification data is publicly available
in our research artifact. For RQ1, we additionally recorded wall-
clock execution time and token consumption to evaluate the overall
efficiency of LASIK.

313,2.1,22,8.13,12.2,13.1, 13.2, 13.5, 14.1, 14.2, 14.3, 17.5, 18.1, 18.2, 18.3, 18.6, 19.1,
21.14, 21.17, 21.18, 22.1, 22.2, 22.3, 22.4, and 22.6
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4.6 Infrastructure

To avoid security concerns regarding the external exposure of in-
dustrial proprietary code through public LLM services, we utilized
a state-of-the-art local LLM model gpt-oss-120b [33] for our experi-
ments. The experiments were conducted on a workstation equipped
with an AMD Ryzen 9 5950X 16-core processor and an NVIDIA
RTX PRO 6000 Blackwell GPU (96GB VRAM). To maximize effi-
ciency, we implemented LASIK to support asynchronous execution,
configuring it to handle up to 320 concurrent tasks to fully utilize
the available GPU VRAM.

4.7 Threats to Validity

Construct. We classify the violations reported by each technique
rather than establishing a complete ground truth of all violations in
the subject programs. Such a ground truth is infeasible for undecid-
able rules at this scale, since it would require manually inspecting
every function against every rule. To mitigate this threat, we applied
all techniques to identical source code, manually classified every
report they produced, and published the resulting classification, so
that the techniques are compared under identical conditions.

Internal. The manual report classification process may intro-
duce subjectivity or human error, which could affect the reliability
of our results. To mitigate this threat, we crosschecked the classifi-
cation results and made the classification result publicly available.
Also, LASIK is non-deterministic and we report a single run per sub-
ject, since repeating the experiment on all 10 subjects would require
another round of manual classification, which was infeasible.

External. LASIK was evaluated on a limited set of 10 benchmark
programs that might not be representative of other programs in gen-
eral. However, we believe that this threat is limited as we targeted
popular open-source embedded programs in different domains.

Reproducibility. The commercial analyzer (Analyzer-A) is anon-
ymized, and its version and configuration cannot be disclosed under
its license. The LASIK implementation and CROWN 2.0 are not
disclosed as they are proprietary to VPlusLab Inc..

5 Experiment Results

5.1 ROQ1. Effectiveness of LASIK Compared to
the Baseline Tools

5.1.1 LASIK vs. Static Analyzers. Experimental results clearly show
that LASIK significantly outperforms the state-of-the-art static ana-
lyzers in both detection effectiveness and precision (Table 4 and 5).
Across 10 subjects, LASIK detects 1,345 true violations with a low
average false positive ratio of 26.7%. In contrast, the static analyz-
ers detected far fewer true violations (505, 775, 832 for CppCheck,
CodeQL, Analyzer-A, respectively) with larger false alarm ratios
(28.9%, 28.9%, 63.5% for CppCheck, CodeQL, Analyzer-A, respec-
tively). Overall, LASIK detected between 1.61x (=1,345/832) and
2.66x (=1,345/505) more true violations than existing analyzers
while maintaining a lower rate of false positives.

Furthermore, LASIK demonstrates superior stability across di-
verse software subjects compared to state-of-the-art static analyzers.
While the static analyzers exhibit significant volatility in their false
positive (FP) ratios, LASIK maintains a consistent performance. For
instance, CppCheck achieves a 0% FP ratio on nanopb and OSAL
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but spikes to 73.9% for LittleFS. Similarly, CodeQL and Analyzer-A
also show high variance in FP ratios, with ranges of 8.3%-57.7% and
24.8%-83.4%, respectively. In contrast, LASIK provides a steady FP
ratio across all 10 programs, confined to a much narrower and more
predictable range of 13.9% to 39.8%. This stability is particularly
vital in industrial settings, where LASIK’s predictable performance
ensures a reliable developer workflow and manageable triage costs,
avoiding the disruptive “false alarm spikes" that often lead to tool
fatigue and pipeline bottlenecks.

5.1.2 LASIK vs. Vanilla LLM Prompting. The results demonstrate
that LASIK significantly outperforms the Vanilla LLM approach,
identifying 25.3% (=(1,345-1,073)/1,073) more true violations while
reducing false alarms by 48.6% (Table 4 and 5). This superior perfor-
mance of LASIK clearly demonstrates the advantage of its top-down
divide-and-conquer architecture and runtime data utilization (see
Sect. 3).

5.1.3  Per Rule Analysis. In addition to detecting the highest num-
ber of MISRA C rule violations, LASIK detected rule violations of di-
verse types. Among the 25 rules under the analysis, LASIK detected
violations for the 23 rules, while CppCheck, CodeQL, Analyzer-A,
and the Vanilla LLM approach detected violations for only 10, 14,
12, and 22 rules, respectively. Figure 4 shows the distribution of the
numbers of true positives per rule reported by the state-of-the-art
static analyzers, the Vanilla LLM approach, and LASIK. Among the
25 rules, LASIK detected the highest number of violations for 10
rules # and the second best for another 8 rules °.

5.1.4  Cost Analysis. LASIK achieved high performance while main-
taining moderate operational costs, making it well-suited for large-
scale industrial applications. The final three columns of Table 5
provide details of wall-clock time and token consumption for each
evaluated program. On average, LASIK completed the analysis of a
single program in 2 hours and 11 minutes. During this process, it
utilized an average of 90.4 million input tokens and 11.98 million
output tokens.

Although local LLMs are cost-effective and secure, API-based
models from external providers often demonstrate superior reason-
ing capabilities and performance. To evaluate the impact of model
scale and reasoning power on violation detection, we applied LASIK
to LittleFS using a public LLM service (gpt-5.5). This evaluation
incurred a cost of 1,800 USD, processing 242.3M input tokens and
24.9M output tokens. Despite the expense, the API-driven approach
identified 192 true violations while maintaining a comparable false
positive rate—a 2.6 times increase in true positives over the lo-
cal gpt-oss-120b configuration. These findings demonstrate that
LASIK’s robust architecture scales effectively with state-of-the-art
models, albeit at a higher cost. This highlights the potential for a
hybrid deployment strategy: employing local agents for routine,
daily analysis while reserving high-reasoning, expensive models
for high-risk code segments.

42.2,8.13,13.2, 14.1, 14.3, 19.1, 21.14, 21.18, 22.1, and 22.3
513, 2.1,12.2, 17.5, 18.3, 18.6, 22.2, and 22.4
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Table 4: Number of MISRA C Rule Violations Reported By Static Analyzers and Vanilla LLM Prompting
Project | CppCheck CodeQL Analyzer-A Vanilla LLM prompting
| TP(%) FP(%) TP(%) FP(%) TP(%) FP(%) TP(%) FP(%)

¢JSON 24 (63.2%) 14 (36.8%) 26 (65.0%) 14 (35.0%) 49 (17.7%) 228 (82.3%)  41(40.2%)  61(59.8%)
FreeRTOS 10 (40.0%) 15 (60.0%) 11(91.7%)  1(8.3%) 26 (45.6%) 31 (54.4%) 67 (68.4%) 31 (31.6%)
libexpat 41 (59.4%) 28 (40.6%) 81 (66.9%) 40 (33.1%) 118 (20.6%) 456 (79.4%) 144 (68.6%) 66 (31.4%)
libmetal 47 (100.0%)  0(0.0%) 80 (80.8%) 19 (19.2%) 58 (65.2%)  31(34.8%)  81(55.9%) 64 (44.1%)
libmicrohttpd | 86 (75.4%) 28 (24.6%) 191(76.7%) 58 (23.3%) 140 (19.4%) 581 (80.6%) 179 (39.0%) 280 (61.0%)
libpng 103 (66.9%) 51 (33.1%) 85 (42.3%) 116 (57.7%) 194 (36.8%) 333 (63.2%) 223 (46.9%) 252 (53.1%)
LittleFS 42 (26.1%) 119 (73.9%) 38(90.5%)  4(9.5%) 54 (24.8%) 164 (75.2%) 44 (383%)  71(61.7%)
miniz 89 (80.2%) 22 (19.8%) 146 (77.7%) 42 (22.3%) 96 (16.6%) 482 (83.4%) 137 (78.3%) 38 (21.7%)
nanopb 8(100.0%)  0(0.0%) 10(55.6%) 8 (44.4%) 21(42.9%) 28 (57.1%) 32 (44.4%) 40 (55.6%)
OSAL 55(100.0%)  0(0.0%) 107 (63.7%) 61 (36.3%) 76 (75.2%)  25(24.8%) 125 (56.1%) 98 (43.9%)
Total (Avg.%) | 505 (71.1%) 277 (28.9%) 775 (71.1%) 363 (28.9%) 832 (36.5%) 2359 (63.5%) 1073 (53.6%) 1001 (46.4%)

Table 5: Number of MISRA C Rule Violations Reported by LASIK and LASIK Variants

. | rasneloc LasIk/iltered_out LASIK
Project _
| TP (%) FP (%) TP (%) FP (%) TP (%) FP (%)  Time Tin  out
JSON 31(72.1%) 12(27.9%) 14 (16.9%) 69 (83.1%)  52(754%) 17 (24.6%)  38m 31.8M  3.8M
FreeRTOS 35(83.3%)  7(167%) 19(33.9%) 37(66.1%)  49(80.3%) 12(19.7%)  44m 442M  5.0M
libexpat 74 (72.5%) 28 (27.5%) 112 (56.3%) 87 (43.7%) 121 (73.3%) 44 (26.7%) 2h19m  92.6M  10.2M
libmetal 55(73.3%) 20 (26.7%) 79 (58.5%) 56 (41.5%)  99(70.7%) 41(29.3%)  1him 464M  7.3M
libmicrohttpd | 145 (66.5%) 73 (33.5%) 86 (16.4%) 437 (83.6%)  291(61.9%) 179 (38.1%) 4h38m 164.2M 19.6M
libpng 69 (76.1%) 53 (23.9%) 48 (11.3%) 375 (88.7%) 349 (784%) 96 (21.6%) 4h33m 193.9M 23.9M
LittleFS 37 (68.5%) 17 (31.5%) 39 (26.7%) 107 (73.3%)  74(60.2%) 49 (39.8%) 1h57m 78.9M 12.9M
miniz 69 (74.2%) 24 (25.8%) 174 (53.5%) 151 (46.5%) 128 (76.6%) 39 (23.4%) 2h56m 92.4M  14.3M
nanopb 10 (66.7%)  5(333%) 52 (42.6%) 70 (57.4%)  33(70.2%) 14(29.8%) 1h2lm 43.0M  6.IM
OSAL 92 (81.4%) 21 (18.6%) 42 (25.1%) 125(74.9%) 149 (86.1%) 24 (13.9%) 1h49m 116.6M 16.7M
Total (Avg.%) | 717 (73.5%) 260 (26.5%) 665 (34.1%) 1514 (65.9%) 1345 (73.3%) 515 (26.7%) 21h56m 904.0M 119.8M
500
400 CppCheck  CodeQL ' Analyzer-A = Vanilla BLASIK
300
:‘gn o —
8
o 100
3
2
. a I »_ | I 1 I 1
141 142 143 175 19.1 21.14 21.17 21.18 221 222 223 224 226

Figure 4: Distribution of Detected True Positives by Rule

5.2 RQ2. Effectiveness of Divide-and-conquer
Approach

The results demonstrate that LASIK could detect significantly more
valid violations while maintaining a low false positive rate by in-
corporating the divide-and-conquer approach supported by the
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Locator Agent (Table 5). Specifically, LASIK detected 87.6% (=(1,345-
717)/717) more true violations than LASIK™-1¢, while maintaining
similar false positive rate 26.5%. For example, LASIK detected 2.1
(=349/169) times more true violations with lower FP ratio than
LASIK™-lo¢ on 1ibpng.

5.3 RQ3. Effectiveness of Runtime Information
on Rule Violation Detection

The results show that the Tester Agent and the Reviewer Agent
effectively filtered out false reports generated by the Violation Anal-
ysis Agent. The fourth and fifth columns of Table 5 show the number
of true violations and false violations that are filtered out by the Re-
viewer Agent with runtime data. By utilizing runtime information,
LASIK reduced false positives by 74.6% (=1,514/(1,514+515)) while
preserving 66.9% (=1,345/(665+1,345)) of true positives. For instance,
on cJSON where the Violation Analyzer Agent reported 66 valid
and 86 false violations, LASIK retained 78.8% (=52/66) of the valid
violations while reducing false positives by 80.2%(=(86-17)/86) with
the help of the runtime information of a target program provided
by the agents in the Dynamic Phase.

In addition, the performance of Analyzer-A highlights a limita-
tion inherent in reliance on only static information. In our evalua-
tion, Analyzer-A reported significantly more false alarms (2,359)
than any other evaluated technique. A granular breakdown of these
results reveals that about 69.3% of these errors (1,634 instances) were
concentrated within Rule 18.1 and 18.2. These rules are intended to
identify buffer overruns and underruns from unsafe pointer arith-
metic operations. However, rather than performing a path-sensitive
analysis to determine actual risk, the underlying heuristic seems de-
signed to flag all pointer arithmetic operations, including those that
are safe. In contrast, LASIK overcomes these limitations through
its runtime data utilization.

6 Industrial Application to CROWN 2.0
6.1 Project Background

To evaluate the practical effectiveness and efficiency of LASIK
on real-world industrial software, we conducted a case study on
CROWN 2.0, an automated white-box unit testing tool developed
by VPlusLab Inc.°.

CROWN 2.0 serves as a critical component in the unit testing
life-cycle for industrial embedded software to achieve white-box
structural coverage required by ISO 26262 and DO 178A/B/C. Since
CROWN 2.0 has been applied for various safety-critical applica-
tions such as automotive and military defense systems, industrial
partners necessitate CROWN 2.0’s adherence to rigorous coding
standards to improve its own software quality, such as MISRA C.

Furthermore, VPlusLab Inc. has identified a significant indus-
trial demand for more sophisticated MISRA C violation detection
techniques. Traditional analysis tools often suffer from high rates
of both false negatives and false positives, which can lead to sub-
stantial technical risks and financial liabilities for stakeholders. By
applying LASIK to CROWN 2.0, we aim to demonstrate its ability
to overcome these limitations in a high-stakes industrial context.

Shttps://www.vpluslab.kr/en/solution
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6.2 Experiment Setup

6.2.1  MISRA Rules Applied. One important advantage of the LLM-
based approach is its flexibility across different programming lan-
guages, as it does not heavily rely on language-specific heuristics
like static analyzers. While CROWN 2.0 is written in C++, the LLM-
driven nature of LASIK allows it to be seamlessly applied to a C++
codebase without requiring additional implementation effort. For
this evaluation, we applied 20 guidelines from among the original
25, specifically those also included in MISRA C++:2023 (excluding
rules 13.1, 17.5, 21.14, 22.1, and 22.2).

6.2.2 Target Subject. The target CROWN 2.0 codebase is approxi-
mately 6K LoC, and our evaluation utilizes the test suite developed
by VPlusLab Inc., which achieves 77.9% line coverage and 67.7%
branch coverage. We leverage LASIK to minimize MISRA C viola-
tions, thereby mitigating technical risks for stakeholders.

6.2.3 LLM Models. In addition to the gpt-oss-120b model used in
our experiments, we also utilized gpt-oss-20b to evaluate the feasi-
bility of lighter and faster industrial applications. While the 120B
model offers superior reasoning depth, the 20B variant provides an
advantage in operational efficiency: it significantly reduces infer-
ence latency and can be hosted on hardware with far lower VRAM
requirements (e.g., gpt-0ss-20b can run on RTX 5060 TI with 16 GB
VRAM whose cost is around 500 USD).

6.3 Experiment Result

The results shown in Table 6 demonstrate that LASIK is both effec-
tive and efficient when applied to industrial software. Specifically,
LASIK identified the highest number of true violations (157) while
maintaining a low false-positive rate of 10.8%. Furthermore, LASIK
exhibited a broader detection range than the state-of-the-art static
analyzers; it successfully identified violations across eight distinct
rules 7, whereas the baseline static analyzers only detected four.

LASIK completed the analysis of CROWN 2.0 in 3 hours and 32
minutes with the 120B model and 45 minutes using the 20B model.
This performance profile is well-suited for real-world industrial
environments. Furthermore, due to its robust architecture, LASIK
with even the 20B model identified a higher number of true vio-
lations than state-of-the-art static analyzers, despite a marginal
decrease in true positives and a slight increase in false positives
compared to the larger model.

6.3.1 Case Study. Figure 5 illustrates a true violation detected
by LASIK that state-of-the-art static analyzers failed to identify.
The strncmp call in line 3 violates Rule 21.18 and may lead to
undefined behavior. Rule 21.18 prohibits inappropriate usage of
size_t argument (i.e., the third argument) on strncmp (Table 2).
When CROWN 2.0 is deployed for testing, the function name is
passed to FuncName in line 1. The code fragment attempts to verify
if the function name begins with the prefix “ctc_". However, because
the logic does not validate that FuncName is at least four characters
long, the strncmp call triggers a buffer overrun when processing a
shorter function name.

This example illustrates a key advantage of LASIK. While an
LLM can recognize the semantic context of code and infer that the

713,21, 2.2, 8.13,13.2, 13.5, 21.17, and 21.18
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Table 6: Comparison of SOTA Techniques and LASIK on
CROWN 2.0

Tool TP (ratio) FP (ratio)
CppCheck 105 (60.7%) 68 (39.3%)
CodeQL 129 (97.7%) 3 (2.3%)
Analyzer-A 76 (46.9%) 86 (53.1%)
VanillaLLM 75 (67.0%) 37 (33.0%)
LASIK-20b 130 (74.7%) 44 (25.3%)

LASIK-120b 157 (89.2%) 19 (10.8%)

1 string FuncName = f->getNameInfo().getName.getAsString();

3 if (strncmp(FuncName.c_str(), "ctc_", 4) == 0) {

4 return true;

Figure 5: An Example of Incorrect strncmp Usage in CROWN
2.0, Detected by LASIK

FuncName variable refers to a function name that may be shorter
than four characters, traditional static analyzers do not. Because
these traditional tools rely on fixed heuristics, they lack the ability
to grasp developer intent. Consequently, they cannot identify that
such a string is valid without performing computationally expensive
control flow and data flow analysis.

By addressing reported violations, VPlusLab Inc. could improve
the code quality of its product while simultaneously reducing tech-
nical debt, ensuring long-term maintainability, and mitigating the
security risks.

7 Discussion

7.1 Limitation Study based on False Negative
Analysis

To identify areas for improvement, we analyzed LASIK’s false neg-
atives, the true violations that LASIK failed to report but were iden-
tified by other static analyzer tools or the Vanilla LLM approach.
While LASIK uniquely identified 508 violations missed by other
tools, the 4 baseline techniques reported a total of 1,416 violations
that LASIK failed to report. These false negatives primarily occur
with the three MISRA C rules: Rule 8.13 (19.6%=277/1,416), Rule
1.3 (10.0%=142/1,416), and Rule 2.2 (9.5%=135/1,416). These rule
guidelines are specified in Table 2.

A primary cause for the observed false negatives is a lack of
systemic context. To accurately evaluate violation scenarios for
the aforementioned rules, an LLM requires a comprehensive un-
derstanding of the system’s execution state. For example, Rule 1.3
mandates the absence of undefined behavior, but without external
context, the Violation Analysis Agent may erroneously assume that
a function’s pointer parameter could be NULL. Consequently, it
might flag a dereference as a potential violation, even if the broader
system logic ensures that the pointer is always initialized.

While LASIK mitigates this by providing global and runtime
context and effectively filtering out significantly more false alarms
than the Vanilla approach, its performance is still constrained by the
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two factors: 1) the coverage/reachability of the test suite (Sect. 7.2)
and 2) the scalability of context aggregation (Sect. 7.3).

7.2 Need for a New Test Suite Quality Metric

A comprehensive test suite serves as the fundamental basis for any
runtime-based analysis. LASIK can not observe runtime behaviors
within unexplored executions. By leveraging the testing expertise
of VPlusLab Inc., we utilized a high-quality test suite, achieving an
average line coverage of 79.6% across 10 open source projects. How-
ever, our false negative evaluation revealed that high line coverage
does not guarantee in-depth analysis.

Specifically, we found that LASIK lacked access to certain run-
time data critical for validating violation scenarios discussed in
Sect. 7.1. A vast amount of diverse execution data (such as specific
state transitions or edge-case variable values) remains not fully cap-
tured by traditional coverage metrics. Consequently, we identified
the need for a new runtime execution metric capable of quantifying
test suite quality in a way that specifically enhances the contextual
reasoning of LLM-based analysis.

7.3 Need for Aggregation of Multi-executions

Aggregating data across multiple execution traces enables the ex-
traction of high-level insights, such as value distributions and dy-
namic invariants (e.g., verifying that a string consistently maintains
a length of 10 characters across 10,000 runs). However, the sub-
stantial volume of runtime data generated by each execution often
exceeds the context window limitations of current LLMs.

While LASIK is presently restricted to processing a single ex-
ecution trace per request, implementing a robust summarization
or aggregation mechanism will be beneficial. Such an approach
would allow the agent to synthesize diverse runtime states into a
comprehensive systemic context, significantly enhancing its ability
to detect subtle, context-sensitive violations.

8 Related Work

8.1 LLMs and Traditional Static Analysis Tools

Recent research has explored the application of LLMs for soft-
ware vulnerability detection, often benchmarking their perfor-
mance against traditional static analysis tools. Multiple studies have
demonstrated that LLMs can achieve higher detection rates and
F-1 scores across various vulnerability types [9, 11, 29, 34, 35, 46].
However, this improved detection capability is often accompanied
by a substantial increase in false positives [34]. LASIK extends this
line of comparison to the domain of MISRA C:2025 rule checking.
In our experiments, we also observe that direct application of LLMs
to MISRA C compliance detection suffers from a high false positive
rate, motivating the design of LASIK as a multi-agent system.

8.2 LLM-based Multi-Agent Framework

Multi-agent frameworks have emerged to orchestrate reasoning
and reliability in software security. Agents are typically assigned
to distinct roles, such as performing repository audits to reduce
hallucinations [13] or detecting vulnerabilities [42]. Specifically,
AutoPatch [36] performs static analysis on LLM-generated code
and employs two separate LLM agents: (1) to verify whether the
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code contains any vulnerabilities, and (2) to patch any detected
vulnerabilities. Similarly, LASIK adopts a top-down, divide-and-
conquer approach and utilizes five separate agents, each focusing
on a distinct task. This allows each agent to concentrate on a narrow
aspect of analysis, enabling more precise evaluations and decisions.

8.3 LLMs with Knowledge Augmentation

Also, researchers have incorporated additional data to ground mod-
els with domain-specific knowledge to address limitations of LLMs.
Prior work has improved LLM accuracy on vulnerability detec-
tion by leveraging historical vulnerabilities and fixes [8], public
knowledge bases such as CWE [5], API documentation [48], and
relevant code examples identified via semantic, lexical, or structural
similarity [25, 26]. While LASIK also utilizes external context, it dis-
tinguishes itself by incorporating both static and dynamic runtime
information to refine decision accuracy. Similar to LASIK, AutoSafe-
Coder [31] combines static analysis with a dynamic fuzzing agent to
generate safe code. However, AutoSafeCoder observes only crash-
ing outcomes (i.e., encountered errors) from its fuzzing campaign.
In contrast, LASIK inserts diverse probes that capture key control
flows and memory states, providing richer and more fine-grained
data than mere crashing results. By leveraging this detailed runtime
information, LASIK can enhance its ability to detect rule violations.

9 Conclusion

We present LASIK, a novel multi-agent MISRA C rule violation
detection framework that enhances rule violation detection per-
formance with a top-down, divide-and-conquer architecture and
dynamic runtime information. We have applied LASIK to 10 real
open-source programs and identified 1,345 valid violations, outper-
forming state-of-the-art static analyzers by detecting 1.6 to 2.7 times
more valid violations while maintaining the lowest false positive
ratio at 26.7%. Furthermore, we have demonstrated the high effec-
tiveness and efficiency of LASIK on industrial software CROWN 2.0
developed by VPlusLab Inc. (157 true violations detected with a low
false alarm rate 10.8%). For future work, we plan to extend LASIK
to detect general vulnerabilities and improve the runtime data uti-
lization technique specialized for LLM. We also plan to integrate
state-of-the-art fuzzing techniques [18, 22, 23] and test generation
techniques [15] into LASIK, so that it generates inputs targeting a
given violation scenario instead of relying on a pre-built test suite.
In addition, we plan to apply automated debugging techniques [43]
to generate patches for the detected violations.

10 Data Availability

The experiment results for the open-source subjects are publicly
available (https://doi.org/10.5281/zenodo.19943523). However, the
LASIK implementation and the CROWN 2.0 results are not publicly
accessible, as they are the proprietary property of VPlusLab Inc.
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